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Publishable Executive Summary

The necessity of PPE for motorcycle riders is obvious. Advanced systems like airbag jackets,
help to reduce severe injuries and fatalities. A challenging key feature for these systems is the
reliable detection of an accident event and consequently the timely and proper triggering of
the airbag.

In this deliverable, a demonstrator of a generic airbag triggering mechanism has been
developed that shows the benefits of a motorbike-assisted crash detection through wireless
communication. System requirements have been derived and an extensive measurement
campaign comparing Bluetooth LE and IEEE 802.15.4 has been conducted. As a result,
recommendations for the underlying wireless technologies could be given.

A prototype has been designed showing the benefits of the chosen technology and proving
that the gathered system requirements can be fulfilled. Accident types like a low sider crash
are reliably detected in the motorbike and an airbag trigger message is transmitted to the PPE
within the strict time limits. Furthermore, the wireless communication channel can be used for
further data exchange between PPE and motorbike, useful e.g. for velocity or IMU data.

Legal Disclaimer

The information in this document is provided “as is”, and no guarantee or warranty is given that
the information is fit for any particular purpose. The above referenced consortium members shall
have no liability for damages of any kind including without limitation direct, special, indirect, or
consequential damages that may result from the use of these materials subject to any liability which
is mandatory due to applicable law. © 2018 by PIONEERS Consortium.

Abbreviations and Acronyms

Acronym Definition
ACU Airbag Control Unit
BLE Bluetooth Low Energy
CSMA Carrier Sense Multiple Access
ECU Electronic Control Unit
GPIO General Purpose Input/Output
H2020 Horizon 2020
MAC Medium Access Control
PPE Personal Protective Equipment
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RTOS Real Time Operating System
TSCH Time Slotted Channel Hopping
WP Work Package
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1 Airbag trigger system

In this chapter, the overall trigger system goals, its design and the trigger algorithm are
presented. Additional use cases that may be built on the communication system have been
analysed as this component may have more general uses that should be considered already
here, which is detailed in the last section of this chapter.

1.1 Basic goals

The necessity of personal protective equipment (PPE) for motorbike riders is obvious. Advanced
PPE, like airbag jackets, help to reduce severe injuries and fatalities during accidents. However,
these systems can still be improved. Currently, either they work independently or they are
statically connected to a single motorbike. In the first case, the systems are not able to detect
certain types of crashes due to limited sensor data. In the second case, these systems use
proprietary communication and work only with certain types of PPE and motorbikes. Those
limitations currently limit market acceptance of these types of PPE.

An ideal system should reliably detect a majority of crash events and should be interoperable
between PPE and motorbike manufacturers. Therefore, the proposed system should take the
sensor data of the motorbike into account and should communicate via an open standardized
protocol.

1.2 Trigger algorithm

On the side of the trigger algorithm itself, the task T5.3 has focussed on low-sider accidents, i.e.
loss of wheel side forces and fall of the motorcycle, where the motorbike does not flip over before
impact on ground. Compared to crashes against opponents or to high-siders where high
accelerations occur before the first rider impact, detection of low-siders depend on the detection
of loss of stability. Consequently, for low-siders, the detection of the primary collision with the
ground is not covered by algorithms solely based on PPE sensors. Additionally, for low-siders,
the time to impact from loss of stability is very short. Therefore, sensors on the vehicle were used
in task T5.3 to detect the situation before first impact and this information was relayed via the
communication system to the PPE.

1.2.1 Crash analysis

To understand the accident mechanism for low-siders, real crash data have been analysed. For
this purpose, measurement data recordings have been available from 16 low-siders (7 real world
accidents in races, 3 from Bosch internal testing, 6 from the prior publicly funded project
i_ HeERO, INEA/CEF/TRANS/1031743). The crashed bikes had not all been equipped with the
same sensor sets. From the wheel speed signals and the accelerations and turning rates of an
inertial sensor unit, the point in time when stability is lost, was estimated. In this case, this is
equivalent to loss of side forces of the wheels. The impact itself and with it the time of its
occurrence was determined based on the acceleration signals. The time from loss of side force
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to impact is the time available for crash detection, transmission of trigger signal and airbag
deployment, which is around 250 ms for the analysed crash data. For a deeper and more
systematic evaluation of the available detection time, a multi body simulation of different
motorbike types (touring, motocross, sports motorbike) and different low-sider crashes was built
up. The simulation models were validated with measurements from real crashes. In all
simulations (stationary curve ride, ride through tightening curve, slalom, braking during stationary
curve ride) the ride is close to the physical limit. The crash is provoked by changing the road
surface from high to low friction. Passing this friction change defines the time of loss in side force.
A roll angle of 80° is defined as indicator for the time of crash. Since the multi body simulation is
no crash simulation, this assumption is required, in order not to overestimate the available time
for detection. The simulations confirm the available time for detection seen in the real crash data
analysis. While time for detection is in the same order of magnitude, it varies with motorbike
mass inertia, the velocity of the riding situation and the motorbike dynamic state when passing
the friction change. The lowest available detection time over all simulations has been 200ms.
Comparing different motorbike types, for lighter bikes with a lower center of gravity the available
detection time is smaller. In any case, the available detection time is limited downwards by the
motorbike’s inertia. From the simulations 200ms seems to be a good approximation for minimum
available detection time. To be reliable, the system has to have a total reaction time, i.e. situation
detection, transmission and airbag deployment below this worst case. This result therefore was
the input for system specification.

1.2.2 Crash detection

For the development of the crash detection algorithm, measurement data from real low-sider
crashes have been used. Various criteria based on different sensor signals have been realized.
Some of them use only signals directly measured by the sensors such as the roll rate, the yaw
rate or the various accelerations. Others estimate from the sensor signals motorbike state
variables like the roll angle or the side slip angle of the rear wheel. To estimate the side slip angle
the signals of a 6D inertial sensor unit measuring all 3 turn rates and 3 accelerations in space
and its mounting position are necessary. This is only the case for the measurements of the 6
i_HeERO low sider crashes. Therefore, the criteria are checked with the 6 i HeERO crash
measurements and further 21 measurements without crash. These measurements without crash
are extreme maneuvers including wheelies, drifts, stoppies, etc. ridden by a stunt rider and can
be seen as misuse cases. A crash detection algorithm must not misclassify such extreme
maneuvers as crashes and produce false positive results.

It turned out that a criterion based on the side slip angle given in Formula 1 is the most reliable.

dsideslip

trigger = |sideslip| > th_ss® AND > th_dss O/S

Formula 1. Trigger criterion

This criterion checks if the absolute values of the side slip angle and its derivative are greater
than given thresholds. If this is the case, loss of stability is detected and a trigger variable is set.
Figure 1 visualizes this crash criterion.
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Figure 1. Crash criterion via side slip angle

With this criterion, none of the 21 misuse cases is misclassified as crash, they are all true
negative. Figure 2 shows for the 6 crashes the time before the crash when loss of stability is
detected.

Crash No.

Detection
time

Table 1. List of detection times before loss of stability

For 5 crashes the detection time is positive, which means that loss of stability is detected the
given number of milliseconds before the crash. With values larger or equal to 100ms there
remains enough time for transmission of trigger signal and airbag deployment. The crash
detection is true positive for these 5 crashes. Only for one crash the detection time is negative,
which means loss of stability is detected too late 130ms after the rider impact. For this crash, the
result is interpreted as false negative. Of course, it is possible to adopt the trigger criteria
specifically such that this one crash is detected at time, but this was considered as risking
overfitting. To further improve the trigger algorithms, more complex criteria with nested conditions
or consideration of time variations in state variables may be developed. But such a development
requires a bigger measurement data base with low sider crashes with all required sensor signals.

1.3 Use cases

In task T5.3, four different use cases were considered. The first is the trigger only concept, in
which only an airbag trigger signal is sent from the motorbike to the jacket. The second is the
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motorbike data to jacket concept, where additional data like velocity is periodically sent from the
motorbike to the jacket. The third is the reverse transfer direction, i.e. the jacket sends data to
the motorbike periodically. And the last one is the post-crash concept, where an emergency call
is triggered automatically by the motorbike in case measurements from the jacket indicate the
rider is in need for medical attention.

1.3.1 Airbag trigger only

Representing the core functionality of the target application, the wireless trigger of an airbag is
the minimum functionality required. While the physical position of the transceivers in the jacket
and motorbike respectively is not yet known exactly, the required maximum range can be
expected to be 2m. The most challenging requirements in this use-case are the low latency and
the high reliability, even in the presence of interference and shading that might be present on a
motorbike. Another important aspect is to avoid false positives, i.e. an airbag trigger while no
crash happened. This could happen due to an attacker, mimicking an airbag trigger signal from
the motorbike. This requirement imposes strong authentication and possibly encryption
techniques.

1.3.2 Motorbike data to jacket and jacket data to motorbike

The wireless link can also be used for additional data communication from the bike to the jacket
and vice versa. Depending on the type of data, requirements for worst-case latency could be
less or equal but not more restrictive than those for the airbag trigger. Furthermore, the loss of
data may be acceptable. An additional challenge in this scenario results from the medium
access. For the trigger signal, the roles of the sender and receiver are defined and fixed, as for
the data transmission, these roles are interchangeable, making it harder to synchronize both
signal types. Moreover, regarding more PPEs on a motorbike, such as helmets or other
protective equipment, medium access needs to be considered. To implement the data
communication, the technologies needs to support medium access that allows for multiple
sending nodes while still fulfilling the latency requirements for the trigger signal.

1.3.3 Post-crash assessment

In case of a crash, the jacket transfers data to the motorbike, reporting information about the
riders’ health, which in term could be used to activate an eCall automatically in case of
unconsciousness. The required range in this scenario is increased significantly, as the rider could
be separated from the motorbike. As with the data transfer, the requirements to worst case
latency and reliability are more relaxed.

1.4 System requirements

A shortened list of requirements deduced from the mentioned use cases are summarized in
Table 2.
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: Data Post-crash
Trigger only . .
communication communication
Worst-
orst-case 10ms >10ms >10ms
Latency
Range <2m <2m <50m
PPE r
_ battery ~ 2000mAh
capacity
Energy
consumption <20mA <20mA not relevant
communication
Data rate not relevant <100kBit/s <100kBit/s

Table 2. List of system requirements

The most demanding requirements for the application results from the airbag trigger use case.
Many crash scenarios require a very short delay from the detection of the accident to the airbag
being fully inflated and the wireless communication represents only one of the factors
contributing to the overall latency. For a trigger signal that is transmitted wirelessly, the desired
maximum worst case latency from the transceiver in the motorbike to the transceiver in the jacket
has been evaluated to be 10 ms.

The battery capacity inside the jacket is supposed to be 2000mAh to achieve a run-time of 24 h.
Therefore, the overall energy consumption of the jacket should be less than 60mA and
communication should only contribute to 20mA thereof.

The assumed data rate considers a message of 120 bytes periodically sent each 10ms. This
may be the case for tasks running at 100Hz and sending messages via CAN that are forwarded
to the jacket or to the motorbike, respectively.

1.4.1 Safety considerations

Functional safety was considered in Task 5.1 as part of the overall system requirements for the
airbag trigger system. Aim was not to have a complete safety case but to analyse the
requirements stemming from the fact that the trigger will now be transmitted wirelessly. In
particular, these are the safety goals considered:

¢ Avoid unintended airbag activation
e Avoid lack of rider warning in case of function unavailable

While in current systems, they do not receive an ASIL rating due to the controllability of a false
activation, it was decided to consider hypothetical airbag systems that might be even more
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protective but may have a lower controllability in case of activation. This way, any design
decisions now would not preclude advances in airbag design in that direction.

The overall effect from the functional safety requirements on the communication system is, that
message integrity needs to be protected and there needs to be a way to ensure if the system is
available, e.g. by a watchdog process. In order to guarantee message integrity, messages are
cryptographically signed. This has the additional advantage to address also security. Privacy can
be ensured with encryption.
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2 Wireless communication

In this chapter, the wireless communication system development is detailed. First, the technology
study on which the decision for a base wireless technology has been based on is presented.
Afterwards, the design of the physical prototype and the high-level protocol are discussed.

2.1 Technology study

In order to define a suitable technology, a measurement campaign has been conducted. It is
detailed in the following section. This has led to a technology decision detailed in the subsequent
section.

2.1.1 Measurement campaign

Based on the requirements for the wireless airbag trigger, telemetry transmission, and post-crash
assessment, various communication technologies and their specific characteristics in view of the
chosen application have been analysed. Bluetooth and IEEE 802.15.4 were identified as
promising technologies. More specifically, Bluetooth LE and IEEE 802.15.4 MAC modes Carrier
Sense Multiple Access (CSMA) in the 2.4GHz and Sub-GHz band and Time Slotted Channel
Hopping (TSCH) in the 2.4GHz band were selected for further analysis.

Going beyond the planned methodology, a measurement campaign with real hardware was
conducted instead of a simulation-based analysis. This is mostly due to the more realistic results
obtainable using real hardware. The modelling and simulation of the wireless channel tend to
overestimate the performance and neglect certain, hard-to-simulate effects that may have a
strong influence on the final setup.

For the main use-case, the airbag trigger only concept, the most challenging requirement is
reliability while keeping the latency below 10ms. The measurement set-up consists of pairs of
three similar evaluation kits of Texas Instruments. One board, designated as sender, sent
messages with increasing size to a receiver board. On reception of the message, the receiver
triggered a GPIO of the sender in order to measure the actual one-way latency. This set-up was
mounted on a bicycle rider and let him ride along a route through the city of Braunschweig,
Germany.

The results of the measurements showed that Bluetooth LE achieved an average latency below
10ms, but sometimes retransmissions stretch the latency above the acceptable maximum. Using
IEEE 802.15.4 in the 2.4 GHz ISM band, the latency is lower than with Bluetooth LE. Even
retransmitted messages were delivered in time. IEEE 802.15.4 TSCH sometimes lead to high
latencies when the scheduling slot was unfavourable. IEEE 802.15.4 in the Sub-GHz band had
quite a constant latency just above 10ms. This was mostly due to a lower transmission rate and
was enhanced in a later project stage. In the evaluation, no retransmissions were observed with
this technology, which is mostly due to lesser usage of the band and a more robust modulation
and coding scheme.
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2.1.2 Recommended technology

It was decided to focus on IEEE 802.15.4 CSMA as transmission technology as it had the best
performance, in terms of latency and reliability, in the measurement campaign. Another
advantage is that two different bands are available for this technology with different vulnerabilities
to interference and shading. In the prototypical design, a transceiver capable of transmitting in
the 2.4 GHz and Sub-GHz band (868 MHz in Europe) in parallel was used.

2.2 Prototype design

As main result from this deliverable, a prototypical demonstrator has been built. It is composed
of a STM32 Nucleo board, based on a low-power ARM chip and an IEEE 802.15.4 transceiver,
capable of transmitting in the 2.4GHz and Sub-GHz ISM band in parallel. More specifically, the
STM Nucleo Board LO73RZ and the ATREB215-XPRO transceiver board based on the Atmel
AT86RF215 chip was used. The boards are mounted inside a robust housing (see Figure 2) to
be able to conduct real-world measurements on the street.

Furthermore, a prototypical implementation based on RIOT OS has been written. This open
source real-time operating system (RTOS) had been chosen because of its low energy
consumption and its broad support for the used hardware. In this implementation, master and
client(s) connect to each other and a dummy data stream is permanently sent from the master
to the client(s). If a button is pressed on the master, the master broadcasts a prioritized airbag
trigger message that the clients acknowledge by flashing an LED.

Figure 2. Communication demonstrator
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2.3 Protocol proposal

The first draft of the proposed protocol used in the prototype considers several aspects of the
communication:

Capable of unicast and multicast communication to allow several PPEs on a motorbike
Pairing procedure between motorbike and several PPEs

Support for different message types, like pairing request, pairing response, data message
and airbag trigger message

Internal message prioritization depending on message type

Authentication via a 128 bit message authentication code for all messages

Parallel sending in the 2.4GHz and Sub-GHz ISM band for airbag trigger messages
Transfer of other data messages without impacting airbag trigger capability

As this is a first draft detailing one use-case, some points need to be further specified. To get a
coherent and versatile standard that is usable by several motorbike and PPE manufacturers,
additional points like encryption and interference mitigation have to be considered. This is kept
as future work.
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3 Integration and demonstration

To show the applicability of the proposed solution among different PPE vendors and to test the
developed demonstrator, a joint demonstrator setup with Alpinestars, Bosch, Dainese and
Motoairbag was planned. Therefore, an integration of the demonstrator hardware into the airbag
jackets of the manufacturers and building a suitable test setup had to be done first.

3.1 Demonstrator setup

In this section the setup of the demonstrators by the partners is being presented. For each
partner there is a subsection.

3.1.1 Alpinestars Demonstrator

In order to test the transmission system from an external source to an Alpinestars airbag a
demonstrator has been developed starting from a commonly available production airbag.

The technical steps to realize the prototype have been:

1. Select the airbag

2. Modify the Airbag Electronic Control unit (ACU), in order to accept the input signal from
an external radio receiver

3. Assemble the radio receiver

4. Modify the airbag in order to house the radio receiver inside the airbag liner

3.1.1.1 Airbag Selection

The airbag selected for the test was TechAir 5 (see Figure 3), the latest Alpinestars product, and
commonly available on the market.

Airbag Control
Unit

Figure 3. Alpinestars TechAir 5
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3.1.1.2 ACU modification

Being a standalone airbag, the standard TechAir 5 ACU does not have any input channel for
external triggering. Therefore, a dedicated ACU has been developed (see Figure 4), allowing
such an external communication. Initial target was to use a serial communication line to link the
radio receiver to the ACU, in order to have the maximum flexibility during the development.
Therefore, the new ACU has been designed inserting a CAN line on board. Then, during the
finalization of the prototype, a simpler and faster digital communication has been used.

Figure 4. Airbag Control Unit

3.1.1.3 Radio receiver assembly

The radio receiver used for the wireless communication has been the STM Nucleo Board
LO73RZ and the ATREB215-XPRO, programmed as recommended by Bosch. To the assembly
of the two boards a lithium battery and a power converter from the battery to the required 5V has
been added. In this way, the receiver unit was completely independent from the ACU, and this
simplified the layout of the connection between the two boards (see Figure 5).

Figure 5. Radio receiver
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3.1.1.4 Final prototype assembly

Finally, the radio receiver has been joined to the liner. Being impossible to house the wireless
unit on the plastic housing near the ACU, a suitable pocket has been added on the airbag liner
to house the radio receiver, protected by foam to avoid damages during the airbag inflation. A
wired connection to the ACU has then been made internally to the liner (see Figure 6).

Pocket created to house
the Wireless receiver

Figure 6. Wireless receiver housing

3.1.2 Dainese demonstrator

Dainese had developed an adaptation of an available product on the market as demonstrator to
test the radio transmission from an external sensor.

The following development steps were taken to realize the prototype:

1. Select the airbag

2. Modify the Electronic Control unit (ECU), in order to accept the input signal from an
external radio receiver, including firmware changes

Assemble ECU and the radio receiver

4. Modify the back protector to host both the ECU and external radio receiver

w

3.1.2.1 Airbag selection

The airbag selected for the test was a Carve Master 2 D-Air with a Smart Chest 1 airbag module
(see Figure 7).
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Figure 7. Dainese Carve Master 2 D-Air with Smart Chest 1 airbag module

3.1.2.2 ECU modification

The MKII Smart Chest 1 ECU is a standalone airbag, so does not provide any input capability
for an external trigger. Therefore, a modified ACU has been developed (see Figure 8), allowing
such an external communication. The communication with radio receiver module was developed
with GPIO for a simpler and faster communication.

Figure 8. MKII Smart Chest 1 ECU

3.1.2.3 Radio receiver assembly

The radio receiver used for the wireless communication has been the ST Microelectronics Nucleo
Board LO73RZ and the ATREB215-XPRO, programmed as recommended by Bosch with the
connection defined in Table 3jError! No se encuentra el origen de la referencia..
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Signal Pin

CS_RF215 PB5

IRQ_RF215 PA8

RESET_RF215 | PB6

MOSI PA7
MISO PAG6
SCK PA5

Table 3. STM LO73RZ — ATREB215-XPRO connection

To the assembly of the two boards, the LO73RZ was modified in order to be powered from 3.3V
as the main power supply of the board is 3.3V. The two boards were then connected by a wiring
and a 4-pin connector, allowing the receiver unit to be independent from the ECU (see Figure 9).

Figure 9. Integration of wireless receiver

3.1.2.4 Final prototype assembly

Finally, the radio receiver and the ECU were connected, the airbag was inserted in the back
protector and the back protector was closed. The back protector was modified to house both the
ECU and the radio receiver. From the user perspective, nothing changed in respect to the current
Carve Master 2 DAIr airbag structure (see Figure 10).
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Figure 10. Final assembly

3.1.3 Motoairbag demonstrator

3.1.3.1 Gas generator

MOTOAIRBAG produces different kind of gas generators (see Figure 11). Mechanical,
electronic, and hybrid triggered. The prototype is powered by hybrid triggering technology, which
allows to trigger the airbag system by mechanical or/and with an electric signal. The advantage
is that the industry/end user is free to use mechanical triggering, electronic triggering, or both
together (for more safety). The gas generator can now be fired by pulling a cable or by an
electrical signal.

Mechanical gas generator Electronic gas generator Hybrid gas generator

MWHMW‘HW&S.‘H:\:;VL&i;
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Figure 11. Gas generator types
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3.1.3.2 Electronic board

The trigger device was connected to a receiver developed by Bosch (together with the
transmitter). The modification that MOTOAIRBAG has done is to use the same electronic Board
adding an additional one (very small) in order to use the same electric available power for the
first Board and for firing the gas generator. Additional safety measured were added. On the
additional board, a red LED was mounted to see when the signal is received. This was done in
order to start the miniaturize process. On the airbag prototype, a dedicated pocket was created
to insert the electronic box (see Figure 12).

4

Figure 12. Electronic board with gas generator

3.1.4 Bosch setup

As the Bosch part of the joint test was the sending of the trigger signal, a suitable setup had to
be designed. A crash event was simulated by mounting the sender node on top of a sleigh that
rides down a ramp (see Figure 13).

Figure 13. Simulated crash with a ramp

The sender was further equipped with two push buttons on the front, to detect the crash, and a
battery on top, to be powered independently. The software was modified to send an airbag trigger
signal when either one of the push buttons is pressed, i.e. the sleigh crashes into the obstacle at
the end of the ramp.

Furthermore, LEDs signal the crash event on the sender and the reception of the airbag trigger
signal on receiver side, respectively (see Figure 14).
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-

Figure 14. Sender and receiver

3.2 Demonstration results

In this section, the results of the performed tests using the demonstrator are presented.

3.2.1 Dainese test bench demonstration results

Bench tests were performed on the Dainese demonstrator to measure delay time between pulse
on transmission side and airbag inflation or receiver side.

The delay between the yellow line (fire pulse on transmitter side) and first rising edge on blue
line (airbag explosion) is 3.1 ms (see Figure 15).

b 500us! Delay:-3.00ms

Edge CHI1
4
f a3
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Figure 15. Delay measurements with Dainese demonstrator

3.2.2 Motoairbag preliminary tests

A preliminary test was conducted (see Figure 16) to check the delay from the fire button to start
of inflation. The measured delay was about 3-4 ms.

Figure 16. Preliminary delay test of Motoairbag

3.2.3 Joint test at Bosch

All participants met at a Bosch facility for the joint test on 23rd September 2020 in Renningen,
Germany. The following tests have been conducted and filmed using a Photron FASTCAM SA-
Z high-speed camera:

- Sender and single receiver
- Sender and a single jacket
- Sender and three jackets

Note that the same software version was used by all PPE manufacturers in all tests for
processing the airbag trigger signal on the STM evaluation boards.

3.2.3.1 Sender and single receiver

This test case is used to show that the setup works in principal and to measure the delay between
crash event and at the sender and trigger signal at the receiver. A delay of 3.6 ms was measured
(see Figure 17).
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G0 le Zeit : +000.0001 s

Figure 17. Delay between start of crash detection and airbag trigger signal determined
with high-speed camera

3.2.3.2 Sender and a single jacket

In this test case, all three jackets have been tested individually. Each jacket was equipped with
a receiver and inflated through the crash signal of the transmitter (see Figure 18, Figure 19 and
Figure 20).

Figure 18. Single jacket test: Alpinestars
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Figure 19. Single jacket test: Motoairbag

Figure 20. Single jacket test: Dainese
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3.2.3.3 Sender and three jackets

This was the most challenging test case, as the sender must pair to all three jackets and has to
transmit the airbag trigger signal to all jackets simultaneously (see Figure 21). However, it was
successfully completed.

é

Figure 21. Setup for simultaneous airbag triggering for all three jackets
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